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PLATFORM AND SERVICE TERMS AND CONDITIONS:
ENTERPRISE CUSTOMERS
These Terms and Conditions apply to your use of the
Platform, Software, Services and Support Services that we,
Immersive Labs Ltd (the Supplier) and our Group provide
to “you”, the “Customer” on the Order Form and form a
legally binding contract between us. They apply to the
exclusion of any terms you seek, or have sought to Impose
or Incorporate, or which are Implied by trade, custom,
practice or course of dealing.
1.
1.1.
1.1.1.
1.1.2.
1.1.3.

1.1.4.

1.1.5.
1.1.6.
1.1.7.

1.1.8.

1.1.9.

1.1.10.
1.1.11.

1.1.12.
1.1.13.

1.1.14.
1.1.15.

1.1.16.
1.1.17.

DEFINITIONS AND INTERPRETATION
In this Agreement:
Account means an account created by the
Customer on the Platform.
Agreement means these terms and conditions,
the Schedules and any Order Forms.
Anti-Bribery Laws means applicable laws that
prohibit the bribery of, or the providing of unlawful
gratuities, facilitation payments, or other benefits
to, any government official or any other person,
including: (a) the United States Foreign Corrupt
Practices Act of 1977; and (b) the United Kingdom
Bribery Act 2010.
Authorised Users means the Customer’s
employees, agents, representatives and/or
independent contractors that the Customer
authorises to use the Services and access the
Platform from time to time in accordance with
clause 2.2.
Business Days means any day other than a
weekend or public holiday in the UK.
Commencement Date means the commencement
date specified in an Order Form.
Customer Data means the electronic data or
information (Including any Personal Data) relating
to the Customer submitted, uploaded, imported,
transferred, stored, shared or hosted on or through
the Platform and Services, or otherwise made
available by the Customer through the Services.
Data Protection Legislation means the General
Data Protection Regulation (EU) 2016/679 (GDPR)
and the Data Protection Act 2018.
Documentation means the Services Guide made
available to the Customer by the Supplier from time
to time.
Fees means the Subscription Fee and Support Fee
as specified in the applicable Order Form.
Group: means a party to this Agreement together
with Its holding company or any subsidiary either
the party or its holding company or any other
company under common control with It from time
to time;
Initial Term means the initial term specified in the
applicable Order Form.
Notice Period means the notice period specified in
the applicable Order Form.

1.1.18.
1.1.19.
1.1.20.
1.1.21.

1.1.22.

1.1.23.

1.1.24.

2.
2.1.

2.2.

2.3.

Normal Business Hours means 09:00 to 17:00
(UK time) on Business Days.
Order Form means this order form and any
additional order form signed by both parties that
references these Terms and Conditions.
Personal Data has the meaning given to it in the
Data Protection Legislation.
Personal Data Breach means a breach of security
of the Platform leading to the accidental or
unlawful loss, destruction, alteration, unauthorised
disclosure, or access to Personal Data processed by
the Platform.
Platform means the cyber security skills platform
known as “Immersive Labs”.
Renewal Term means the renewal term specified in
the applicable Order Form.
Software means the online software applications
provided by the Supplier as part of the Platform.
Services means the access to the Platform provided
by the Supplier to the Customer on the terms of this
Agreement.
Services Guide means the services guide available
at www.Immersivelabs.co.uk/legal as updated from
time to time.
Support Services means the Supplier’s standard
customer support services provided during Normal
Business Hours in accordance with the Supplier’s
standard service level agreement (SLA) as set out in
the Services Guide as updated from time to time.
Term means the Initial Term and any
Renewal Terms.
SERVICES
The Supplier grants to the Customer a nonexclusive, non-transferable, non-sublicensable right
for the Authorised Users to access the Platform
during the Term solely for the Customer’s internal
business operations to improve cyber skills.
The Supplier shall create an Account which will
allow automatic provisioning of the Authorised
Users who register using email addresses
from domains contained within the Customer’s
whitelisted domain or using a one-time passcode
(supplied by the Supplier to the Customer), subject
to the number of Authorised Users being less than
or equal to the Authorised Users purchased under
an Order Form.
The Customer may purchase additional Authorised
Users by entering into a new Order Form which will
be provided on request. The number of Authorised
Users may not be reduced during the Initial Term
or any Renewal Term, but you can notify us of your
desire to reduce the number of Authorised Users
at least 60 days prior to the first day of the next
Renewal Term.
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3.

TERM AND TERMINATION

3.1.

This Agreement shall start on the Commencement
Date and continue for the Initial Term when it shall
automatically renew for successive Renewal Terms
unless terminated in accordance with clause 3.2.
3.2.
This Agreement may be terminated:
3.2.1. by either party by giving notice in writing (of no less
than the Notice Period) before the end of the Initial
Term or any successive Renewal Term;
3.2.2. by either party if the other party:
3.2.2.1. commits a material breach of this Agreement; and/
or
3.2.2.2. becomes insolvent, ceases trading, enters into
liquidation or general becomes unable to pay its
debts within the meaning of s123 of the Insolvency
Act or any analogous event in any relevant
jurisdiction; and/or
3.2.2.3. repeatedly breaches any of the terms of this
Agreement in such a manner as to reasonably
justify the opinion that its conduct is inconsistent
with it having the intention or ability to give effect to
the terms of this Agreement; and/or
3.2.2.4. in the circumstances described in clause 11.3; and/or
3.2.3. by the Supplier if the Customer fails to pay any
amount due under this Agreement on the due date
and remains in default for not less than 10 days after
being notified in writing to make payment.
3.3.
Upon termination of this Agreement for any reason:
3.3.1. the accrued rights of the parties as at the termination
or the continuation after termination of any provision
expressly stated to survive or implicitly surviving
termination shall not be affected or prejudiced;
3.3.2. all licences and rights granted under this
Agreement shall immediately terminate and the
Customer shall cease to have any right to access or
use the Platform and Services;
3.3.3. each party shall return and make no further use of
any equipment, property, Documentation or other
items belonging to the other party.
4.
4.1.
4.1.1.

4.1.2.

4.1.3.

4.1.4.

CUSTOMER RESPONSIBILITIES
The Customer undertakes at all times to ensure that:
the maximum number of Authorised Users shall not
exceed the number of Authorised Users set out in
an Order Form;
an Authorised User account shall not be used
by more than one individual unless it has been
reassigned in its entirety and the previous individual
no longer has access to the Platform, you will not
permit sharing of Authorised User accounts;
the Authorised Users shall only use the Platform for
the purpose of improving their cyber skills and not
for any purpose which is fraudulent, malicious and
unlawful or in any manner that is inconsistent with
this Agreement;
it shall use all reasonable endeavours to prevent
any unauthorised access to, or use of, the Platform
including taking reasonable security measures
relating to the Account;

4.1.5.

the Authorised Users shall comply at all times with
the terms set out in this Agreement and any of
the Supplier’s terms and conditions shown on the
Platform or at www.immersivelabs.co.uk/legal from
time to time including, but not limited to, acceptable
use and website terms of use policies;
4.1.6. it shall obtain, provide and maintain any software or
hardware that is necessary for the Customer to gain
access to the Platform;
4.1.7.
its network and systems shall comply with the
minimum system specification provided by the
Supplier to the Customer from time to time, a copy of
which Is published at www.Immersivelabs.co.uk/legal;
4.1.8. it shall comply with all applicable laws and
regulations with respect to its activities under this
Agreement;
4.1.9. it shall maintain all necessary licences, consents
and permissions necessary for entry into and
performance of obligations under this Agreement;
4.1.10. it will provide all necessary co-operation and
information to enable the Supplier to provide the
Services; and
4.1.11. it will carry out its responsibilities set out in this
Agreement in a timely and efficient manner.
4.2.
The Customer shall not:
4.2.1. attempt to copy, modify, duplicate, create derivative
works from, frame, mirror, republish, download,
display, transmit, or distribute all or any portion of
the software and/or Documentation (as applicable)
relating to the Platform and/or Services in any form
or media or by any means;
4.2.2. attempt to de-compile, reverse compile, disassemble,
reverse engineer or otherwise reduce to humanperceivable form all or any part of the Software;
4.2.3. access all or any part of the Platform and
Documentation in order to build a product or
service which competes with the Platform, Services
and/or the Documentation;
4.2.4. use the Platform and/or Documentation for resale
purposes or to provide services to third parties
(whether or not for reward);
4.2.5. access, store, distribute or transmit any viruses,
or any material during the course of its use of the
Services that is unlawful, harmful, threatening,
defamatory, obscene, infringing, harassing or
racially or ethnically offensive, facilitates illegal
activity, depicts sexually explicit images, promotes
unlawful violence, is discriminatory based on race,
gender, colour, religious belief, sexual orientation,
disability, or is otherwise illegal or causes damage
or injury to any person or property, and the Supplier
reserves the right (without liability or prejudice to its
other rights) to disable the Customer’s access to the
Platform where there is a breach of the provisions
of this clause 4.2.5;
4.2.6. republish or redistribute any content or material
from the Platform or Documentation;
4.2.7. make any alteration to the Platform or
Documentation;
4.2.8. use the Platform in any way that causes, or may
cause, damage to the Platform or impairment of the
availability or accessibility of the Platform; or
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4.2.9.

use the Supplier’s name, trademarks, logos or
mention the Supplier in any publication or press
release without the Supplier’s prior written consent.

6.2.

6.3.
5.

SUPPLIER RESPONSIBILITIES

5.1.

The Supplier shall perform the Services with
reasonable care and skill and ensure the Support
Services are provided in accordance with the SLA.
A copy of the Services Guide (Including the SLA) may
be attached to your Order Form at your request, but
this will be subject to change according to the latest
version on www.immersivelabs.co.uk/legal.
5.2.
To the extent the Services do not conform with
clause 5.1, the Supplier shall use its reasonable
commercial endeavours to correct any such nonconformance promptly or provide the Customer
with an alternative means of accomplishing the
desired performance. Such correction being the
Customer’s sole and exclusive remedy for breach of
the undertaking in clause 5.1.
5.3.
Notwithstanding clauses 5.1 and 5.2, the Supplier:
5.3.1. does not warrant that the Customer’s use of the
Services will be uninterrupted or error-free or that
the Services, Documentation and/or information
obtained by the Customer through the Services will
meet the Customer’s requirements; and
5.3.2. is not responsible for any delays, delivery failures or
other loss or damage resulting from the transfer of
data over communications networks and facilities,
including the internet.
5.4.
The Supplier warrants that is has and will maintain
all necessary licences, consents and permissions
necessary for the performance of its obligations
under this Agreement.
5.5.
This Agreement shall not prevent the Supplier
form entering into similar agreements with third
parties, or from independently developing, using,
selling or licensing documentation, products and/or
services which are similar to those provided under
this Agreement.
5.6.
We may audit your use of the Platform to establish
names and number of Authorised Users. In the
event an audit reveals that your accounts are being
misused (Including by Individuals who are not
Authorised Users) then (without prejudice to any
other rights we may have) we may disable such
Authorised User accounts and/or block Individuals.
In the event our audit reveals you have exceeded
the number of Authorised User subscriptions
purchases then (without prejudice to any other
rights we may have), we may Invoice you for
additional fees back-dated to the relevant quarter.
6.
6.1.

6.4.

6.5.

6.6.

7.
7.1.

FEES AND PAYMENT
The Customer shall pay all Fees specified in the
applicable Order Form. Unless otherwise stated
in the applicable Order From, all Fees are quoted
and payable in Pounds Sterling and are based
on the Services purchased and not the Services
actually used.

7.2.

The Supplier shall be entitled to increase the Fees
at the start of each Renewal Term upon 60 days’
prior written notice to the Customer.
The Fees shall be invoiced in accordance with the
applicable Order Form and are non-cancellable and
non-refundable (pro-rata or otherwise). Except as
otherwise stated in an Order Form, the Customer
shall pay the Fees within 30 days of the invoice
date. If the Customer disputes any part of an invoice
it shall (i) notify the Supplier in writing of such
dispute within fourteen (14) days of the invoice date;
(ii) as part of the written notice, describe the nature
of the dispute; and (iii) pay all undisputed amounts
when due.
Any payment (except payment subject to a good
faith dispute) not received from the Customer by the
due date may, at the Supplier’s discretion, accrue
late charges at the rate of 3% of the outstanding
balance per month, or the maximum amount
permitted by law, whichever is the lower, from the
date such payment was due until the date paid.
If an invoice is more than thirty (30) days past due
(except with respect to Fees subject to a good faith
dispute), in addition to any rights or remedies the
Supplier may have under this Agreement or by law,
the Supplier may, without liability to the Customer,
suspend the Services upon ten (10) days written
notice until such amounts are paid in full.
All Fees are exclusive of value added tax, goods
and services tax or any similar taxes or legally
imposed fees, duties or contributions based on
such amounts payable, all of which shall be the sole
responsibility of the Customer.
CUSTOMER DATA
The Customer grants the Supplier and Its authorised
sub-processors a non-exclusive, royalty-free, sublicensable, right and licence to process, store, copy,
cache, access, use, transmit, display, disclose,
reproduce, or modify Customer Data, insofar as
reasonably necessary for the Supplier and its
authorised sub-processors to provide the Services
(including support and to prevent or address service
or technical problems) in accordance with this
Agreement. The Customer is solely responsible for
(i) the accuracy, quality, integrity, legality, reliability
and appropriateness of Customer Data; and (ii)
providing all necessary notices and obtaining all
necessary consent required for the collection, use,
storage, processing and disclosure of Customer
Data. The Customer acknowledges that the Supplier
does not exercise any control whatsoever over the
content of the Customer Data, and the Supplier
will have no obligation to review Customer Data
for accuracy, quality, integrity, legality, reliability,
appropriateness or for any other reason.
In the event of any loss or damage to the Customer
Data, the Customer’s sole and exclusive remedy
against the Supplier shall be for the Supplier to
use reasonable commercial endeavours to restore
the lost or damaged Customer Data from the latest
back-up.
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7.3.

8.
8.1.
8.2.

8.2.1.

8.2.2.

8.2.3.

8.2.4.

8.2.5.

8.2.6.

8.2.7.

Upon expiry or termination of this Agreement,
you will have 30 days In which to request a copy
of usage statistics, Authorised User records,
performance data and metrics. After this period
we may securely destroy such data and will have
no obligation to store It. You may request that we
continue to store such data and we may continue to
do so upon agreeing appropriate terms.

8.2.8.

DATA PROTECTION
Both parties will comply will the Data Protection
Legislation.
The parties acknowledge that if the Supplier
processes any Personal Data on the Customer’s
behalf when performing its obligations under this
Agreement, the Customer is the data controller and
the Supplier is the data processor for the purposes
of the Data Protection Legislation. In which event,
where Supplier processes Personal Data on behalf
of Customer, the Supplier shall:
act only on written instructions and directions
from Customer, including those contained in the
Agreement, comply with all such instructions and
directions received from Customer from time
to time, and not process Personal Data for any
purpose other than as set out in Schedule 1 to this
Agreement or to the extent reasonably necessary
for the performance of the Agreement;
ensure that any Supplier personnel with access
to Personal Data are bound by confidentiality
obligations in respect of access, use or processing
of such Personal Data;
implement and maintain appropriate technical and
organisational measures to protect Personal Data
processed in connection with this Agreement from
accidental or unlawful destruction, loss, alteration,
unauthorized disclosure or access, as required
under the Data Protection Legislation;
provide reasonable assistance to Customer at the
Customer’s cost, if requested, to assist with the
Customer’s compliance with Its obligations under
Articles 32 to 36 of the GDPR, taking into account
the nature of processing by, and information
available to, Supplier;
on termination or expiry of this Agreement,
at Customer’s request, delete or return to the
Customer all Personal Data processed on
Customer’s behalf, and delete copies of such
Personal Data except where necessary to retain
copies of the Personal Data for the purposes of
compliance with Data Protection Legislation or any
other applicable laws;
notify the Customer if, in the Supplier’s opinion, any
instruction or direction from Customer infringes
Data Protection Legislation;
not transfer any of the Customer’s Personal Data
outside of the European Economic Area (EEA)
and the United Kingdom save where the Supplier
is providing access to the Platform to Authorised
Users logging on to the Platform from outside
of the EEA or where the Supplier has entered
into EU Standard Contractual Clauses with the

8.2.9.

8.2.10.
8.3.

8.4.
8.5.

8.6.
8.6.1.
8.6.2.

8.6.3.
8.7.

9.
9.1.

9.2.

9.3.

sub-processor or ensured appropriate legal and
technical safeguards or mechanisms are in place in
order to comply with Data Protection Legislation such
as the membership of the EU-US Privacy Shield;
you agree that we may engage those subprocessors listed at www.immersivelabs.co.uk/legal,
in the provision of the Platform and associated
support. We remain fully responsible for their acts,
omissions and defaults as if they were our own.
Where we use a sub-processor, we ensure that their
access to Personal Data will be limited to necessary
to perform their role and we will ensure we have
a written agreement in place with them relating to
access to and use of Personal Data;
promptly assist the Customer (at the Customer’s
cost) in responding to any request from a data
subject; and
promptly notify the Customer on becoming aware
of a Personal Data Breach.
The Supplier shall promptly assist the Customer
(at the Customer’s cost) in responding to any
request from a data subject.
The Supplier shall promptly notify the Customer on
becoming aware of a Personal Data Breach.
You agree that where there Is an attempt to gain
access to your Customer Data or the Infrastructure
and networks that provide the Platform (Including
pings, denial of service attacks, attacks on firewalls
or edge servers, port scans, unsuccessful log-on
attempts, packet sniffing or other unauthorised
access to traffic data) that doesn’t result In a Personal
Data Breach we have no obligation to notify you
under clause 8.5 or otherwise under this Agreement.
The Customer shall:
ensure that Its Instructions always comply with all
applicable laws;
warrant and represent that it has a lawful basis for
sending, storing and receiving the Customer Data
and you’re entitled to transfer the Customer Data
to us and our Group so that we, our Group and
authorised sub-processors may process them in
accordance with this Agreement; and
acknowledge the Supplier’s reliance on this clause.
The Customer Data may be shared between your
Authorised Users for the purposes of leader-boards
and team games or otherwise as directed by you.
INTELLECTUAL PROPERTY RIGHTS
All intellectual property rights in and to the
Services, Platform, Software and Documentation
(Supplier IPR) belong to, and shall continue to
belong, to the Supplier.
The Supplier makes no representation or warranty
as to the validity or enforceability of the Supplier
IPR nor as to whether the same infringe any IPR of
third parties.
The Customer has no right to access the software
code (including object code, intermediate
code and source code) of the Platform, or to
grant sublicenses.
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9.4.

9.5.

9.6.

10.
10.1.

10.2.
10.2.1.
10.2.2.
10.2.3.
10.2.4.
10.3.

Except as expressly stated in this Agreement, the
Customer does not have any rights to any patents,
copyright, database right, trade secret, trade marks,
or any other rights or licences in respect of the
Services, Platform, Documentation or Software.
The Customer retains sole ownership of, and title
to, the Customer Data, and all copyrights, trade
secrets, patents, trademarks, derivative works and
any other intellectual and industrial property and
proprietary rights related to the Customer Data.
The Supplier does not acquire any license or other
rights, directly or indirectly, by implication, estoppel
or otherwise, other than those expressly specified in
this Agreement. Customer provides Customer Data
to the Supplier only to allow the Supplier to provide
the Services to Customer.
The Customer grants the Supplier the right
to compile, collect, copy, modify, publish and
use anonymous data in aggregate form that is
generated from, or based upon, Customer’s use
of the Services (Aggregate Data); on condition
that: 1) Aggregate Data does not include Customer
Confidential Information; 2) Aggregate Data does
not include any information that can be used
directly, or in connection with other data, to identify,
contact or locate an individual; 3) Aggregate Data
is combined with data from other customers and
cannot be used to identify, directly or indirectly,
Customer; and 4) the Supplier uses Aggregate Data
solely for data analytics, statistical reporting, or
other lawful business purposes.

11.
11.1.

11.1.1.
11.1.2.

11.1.3.
11.2.

11.2.1.
11.2.2.

11.2.3.

CONFIDENTIALITY

11.2.4.

Each party shall take all reasonable steps to ensure
that the other party’s information that is proprietary
or confidential in nature (Confidential Information)
to which it has access is held in confidence and
shall not make it available to any third party or use
it for any purpose other than the implementation of
this Agreement.
A party’s Confidential Information does not include
Information that:
Is or becomes publicly known other than through
any act or omission of the receiving party;
was in the other party’s lawful possession before
the disclosure;
is lawfully disclosed to the receiving party by a third
party without restriction on disclosure; or
is Independently developed by the receiving party,
which can be demonstrated by written evidence.
A party may disclose Confidential Information to
the extent that the disclosure Is required by law,
any governmental or regulatory authority or by a
court or other authority of competent jurisdiction,
provided that (to the extent it is permitted to
do so) it gives as much notice as possible to the
disclosing party.

11.3.

11.4.

11.4.1.
11.4.2.

11.4.3.

11.5.

INDEMNITY
The Customer shall defend, indemnify and hold
harmless the Supplier against claims, actions,
proceedings, losses, damages, expenses and costs
(including without limitation court costs and legal
fees) arising out of or in connection with (i) the
Customer’s use of the Services, Platform, Software
and/or Documentation; and (ii) the Customer Data,
provided that:
the Customer is given prompt notice of any such claim;
the Supplier provides reasonable co-operation to
the Customer in the defence and settlement of such
claim, at the Customer’s expense; and
the Customer is given sole authority to defend or
settle the claim.
The Supplier shall defend the Customer, its officers,
directors and employees against any claim that the
Services or Documentation infringes any UK patent
as of the Commencement Date or any copyright or
UK registered trade mark and shall indemnify the
Customer for any amounts awarded against the
Customer in judgment or settlement of such claims,
provided that:
the Supplier is given prompt notice of any such
claim;
the Customer provides reasonable co-operation to
the Supplier in the defence and settlement of such
claim, at the Supplier’s expense;
the Customer does not make any admission or
attempt to settle the matter; and
the Supplier is given sole authority to defend or
settle the claim.
In the defence or settlement of any claim, the
Supplier may procure the right for the Customer
to continue using the Services, replace or modify
the Services so that they become non-infringing
or, if such remedies are not reasonably available,
terminate this Agreement on 2 Business Days’
notice to the Customer without any additional
liability or obligation to pay liquidated damages or
other additional costs to the Customer.
In no event shall the Supplier, its employees, agents
and sub-contractors be liable to the Customer to the
extent that the alleged infringement is based on:
a modification of the Services or Documentation by
anyone other than the Supplier; or
the Customer’s use of the Services or
Documentation in a manner contrary to the
instructions given to the Customer by the Supplier;
or
the Customer’s use of the Services or
Documentation after notice of the alleged or
actual infringement from the Supplier or any
appropriate authority.
The foregoing states the Customer’s sole and
exclusive rights and remedies, and the Supplier’s
(including the Supplier’s employees’, agents’ and
sub-contractors’) entire obligations and liability, for
infringement of any patent, copyright, trade mark,
database right or right of confidentiality.
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12.
12.1.

12.1.1.
12.1.2.

12.2.

12.3.
12.3.1.
12.3.2.
12.4.

12.4.1.
12.4.2.
12.4.3.
12.4.4.
12.4.5.
12.4.6.
12.4.7.
12.4.8.
12.5.

12.6.

LIMITATION OF LIABILITY
The following provisions set out the entire financial
liability of the Supplier (including any liability for the
acts or omissions of its employees, agents and
sub-contractors) to the Customer in respect of:
any breach of this Agreement howsoever arising; and
any representation, misrepresentation (whether
innocent or negligent) statement or tortious act of
omission (including without limitation negligence)
arising under or in connection with this Agreement.
Except as set forth in this Agreement and to the
maximum extent permitted by law, the Supplier
does not make any, and expressly disclaims all
other, warranties, conditions and representations,
whether oral or written, express or implied, or
arising by usage of trade or course of dealing,
including without limitation, the warranties of
merchantability, fitness for a particular purpose or
meeting the Customer’s requirements.
Nothing in this Agreement excludes the
Supplier’s liability:
for death or personal injury caused by the Supplier’s
negligence; or
for fraud or fraudulent misrepresentation.
Other than in relation to any liability under clause
12.2, subject to clause 12.5, neither party shall in any
circumstances be liable whether in tort (including for
negligence or breach of statutory duty howsoever
arising), contract, misrepresentation (whether
innocent or negligent) or otherwise for:
loss of profits;
loss of business;
depletion of goodwill or similar losses;
loss of anticipated savings;
loss of goods;
loss of use;
loss or corruption of data or information; or
any special, indirect, consequential or pure economic
loss, costs, damages, charges or expenses.
Other than in relation to any liability under clause
12.2, the total aggregate liability of either party in
contract, tort (including without limitation negligence
or breach of statutory duty howsoever arising)
misrepresentation (whether innocent or negligent),
restitution or otherwise, arising in connections
with the performance (or non-performance) of
this Agreement and the Services provided shall
in all circumstances be limited to 110% of the Fees
actually paid by the Customer under the applicable
Order Form in the twelve months preceding the
date on which the claim arose.
Each provision of this agreement providing for
limitations of liabilities, exclusion of damages Is to
allocate risk between the parties reflected In the
Fees offered and Is an essential element of the
bargain between the parties. Each of these limitations
and exclusions are Independent and severable from
each other. The remaining limitations and exclusions
of this clause 12 will apply notwithstanding the failure
of any provision or part-provision.

13.

ANTI-BRIBERY AND CORRUPTION

13.1.

The Customer represents that, in connection with
this Agreement and related matters:
13.1.1. it is knowledgeable about Anti-Bribery Laws and will
comply with those laws;
13.1.2. it has not made, offered, authorised, or accepted,
and will not make, offer, authorise, or accept, any
payment, gift, promise, or other advantage, whether
directly or through any other person, to or for the use
or benefit of any government official or any other
person where that payment, gift, promise, or other
advantage would: (A) comprise a facilitation payment;
or (B) violate the relevant Anti-Bribery Laws.
13.2. The Customer shall immediately notify the Supplier
if the Customer receives or becomes aware of any
request from a government official or any other
person that is prohibited by the preceding paragraph.
13.3. The Customer shall maintain adequate internal
controls and procedures to ensure compliance with
Anti-Bribery Laws, including the ability to demonstrate
compliance through adequate and accurate recording
of transactions in its books and records.
13.4. The Supplier shall have the right to confirm the
Customer’s compliance with Anti-Bribery Laws and
record keeping by way of an audit. The Customer
shall keep books and records available for audit
during the Term and thereafter for five (5) years
following termination of this Agreement.
13.5. The Customer shall indemnify, defend and hold
harmless the Supplier for any liabilities arising out of
the Customer’s breach of Anti-Bribery Laws or any
related undertakings under this Agreement.
14.

COMPLIANCE WITH ANTI-SLAVERY
AND HUMAN TRAFFICKING LAWS

14.1.

In performing its obligations under this Agreement,
both parties shall:
14.1.1. comply with all applicable anti-slavery and human
trafficking laws, statutes and regulations from time
to time in force including, but not limited to, the
Modern Slavery Act 2015;
14.1.2. include in contracts with its direct subcontractors
and suppliers’ provisions which are at least as
onerous as those set out in this clause;
14.1.3. maintain a complete set of records to trace the
supply chain of all Services provided in connection
with this Agreement; and
14.1.4. in the event the other party is able acting reasonably
to provide evidence of circumstances suggesting
non-compliance with this clause, permit the other party
and any third-party representatives to inspect the
potentially non-compliant party’s premises, records,
and to meet the personnel to audit that party’s
compliance with its obligations under this clause.
14.2. The Customer represents and warrants that it not has
been convicted of any offence involving slavery and
human trafficking; nor has it been the subject of any
investigation, inquiry or enforcement proceedings
regarding any offence or alleged offence of or in
connection with slavery and human trafficking.
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14.3.

15.
15.1.

15.2.
15.2.1.

15.2.2.

15.2.3.

15.2.4.

15.2.5.

16.
16.1.

The Supplier may terminate this Agreement with
immediate effect by giving written notice to the
Customer if the Customer commits a breach of
this clause.

16.2.

EXPORT
The Customer will not divert the Services, nor
provide services using the Services, to prohibited
locations or Individuals. By entering into this
Agreement, the Customer acknowledges that the
Services are subject to U.S. sanctions and export
controls and undertakes all necessary action to
prevent the Customer and its Authorised Users
using the Services or from diverting the Services in a
manner contrary to U.S. and/or European Union law.
The Customer specifically undertakes, warrants and
represents that:
it will not export, re-export, sell, supply or transfer
the Supplier’s products or Services to any country
or person to which the United States and/or the
European Union has embargoed or restricted
the provision of items, or to nationals of those
countries and locations, or to any other embargoed
or restricted destination or person, including those
entities that are fifty percent (50%) or more owned
or controlled by embargoed or restricted persons;
it will not send any of the Services to an individual
or entity for a prohibited purpose including,
without limitation, defence, nuclear, chemical, or
biological weapons proliferation or development of
missile technology;
It shall be solely responsible for compliance with
all Import, re-Import, export, re-export, sanctions,
anti-boycott laws and other regulations that apply
to the Customer’s use of the Platform (Including
the transfer and processing of Customer Data in
the region in which this occurs). This may Include
obtaining licences or permits, payment of customs
duties, clearance charges, taxes, brokers’ fees and
other similar amounts in connection with the Import
or export of Customer Data;
It Is not (and neither are any of your Group
Companies or Authorised Users) subject to
sanctions or designated on any list of prohibited
and restricted parties (Including those maintained
by the UN, US, UK, EU, EU member states or other
applicable government authorities); and
upon learning of any matter contrary to the obligations
in this clause, it will immediately notify the Supplier.

16.3.

16.4.

16.5.

16.6.

16.7.

GENERAL
PUBLICITY: The Supplier may on one or more
occasions reference the Customer in advertisements,
brochures, customer lists, presentations, financial
reports or other marketing, promotional or related
materials. In addition, upon the Customer’s approval,
which approval will not be unreasonably withheld,
the Supplier may issue a press release (or similar
public announcement or communication) publicising
the relationship between the Supplier and the
Customer created by this Agreement.

16.8.

ELECTRONIC COMMUNICATION: The Supplier
may e-mail you or otherwise display Information
relating to the Platform and Services you purchase
and any updates, enhancements and modifications
for example how you can get the most out of the
platform, faults, Incidents, new features, updates
or notices of their availability, This Is to perform our
obligations under this Agreement with you and for
our own legitimate Interests In providing the best
possible service to you.
GROUP COMPANIES: If you’re an organisation
with more than one company In Its Group who will
access the Platform, you are responsible for your
Group companies and the Authorised Users of
such Group companies’ actions and omissions and
their compliance with this Agreement. You warrant
and represent that you are and will at all times be
authorised to give Instructions on for and on behalf
of yourself and your Group companies.
IDEAS AND SUGGESTIONS: If you provide us with
an Idea or suggestion as to how we Improve the
Platform or Services Including any ideas, know-how,
submissions provided for the creation of bespoke
labs, we will be entitled to use It without restriction.
You hereby for and on behalf of yourself, your Group
and Authorised Users Irrevocably assign to the
Supplier all rights, title and Interest In such Ideas,
submissions, suggestions and know0how (Including
any created in the future) and shall give the Supplier
such assistance as necessary to confirm such rights.
CHANGES: The Platform Is provided as a software as
a service solution, we may make changes (Including
procedural and functionality changes) without
prior notice. If these changes result in a material
degradation to performance, accessibility or available
functionality, you may write to the Supplier and raise
a query with your account manager or by emailing
support@immersivelabs.co.uk
MODIFICATIONS: we may modify this Agreement
(Including the Documentation) at any time by posting
a revised version on our website or otherwise
notifying you. All modified terms will become effective
upon posting or as otherwise stated in the notice.
By continuing to use the Platform after that date,
you agree to be bound by the modified terms and
conditions. It Is your responsibility to check our website
for modifications. The date this Agreement was last
modified Is stated at the end of the Agreement.
SUB-PROCESSORS: We will update our website
www.Immersivelabs.co.uk/legal when we engage
a new sub-processor in the processing of Personal
Data. If you object to such sub-processor in good
faith for bona fide concerns around your compliance
or data security, we’ll work with you in good faith
to consider how the Platform may be delivered.
If we can’t agree a suitable, mutually acceptable
alternative within 30 days of your objection you may
terminate any affected part by giving written notice.
If you don’t object you will be deemed to have
accepted the change.
WAIVER: No failure or delay by a party to exercise
any right or remedy provided under this Agreement
or by law shall constitute a waiver of that or any
other right or remedy, nor shall it prevent or restrict
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16.9.

16.10.

16.11.

the further exercise of that or any other right or
remedy. No single or partial exercise of such right or
remedy shall prevent or restrict the further exercise
of that or any other right or remedy.
ENTIRE AGREEMENT: This Agreement constitutes
the entire agreement between the parties
and supersedes and extinguishes all previous
agreements, promises, assurances, warranties,
representations and understandings between
them, whether written or oral, relating to its subject
matter. To the extent this Agreement Is Inconsistent
with any other document, agreement, subsequent
purchase order and accompanying terms and
conditions, the parties agree the terms of this
Agreement shall prevail and govern relating to its
subject matter.
ASSIGNMENT: The Customer shall not, without
the prior written consent of the Supplier, assign,
transfer, charge, sub-contract or deal in any other
manner with all or any of its rights or obligations
under this Agreement. The Supplier may at any
time assign, transfer, charge, sub-contract or deal
in any other manner with all or any of its rights or
obligations under this Agreement.
SEVERANCE: If any provision or part-provision of
this Agreement is or becomes invalid, illegal or
unenforceable, it shall be deemed deleted, but that
shall not affect the validity and enforceability of the
rest of this Agreement. The parties shall negotiate in
good faith to agree a replacement provision that, to
the greatest extent possible, reflects the intended
commercial result of the original provision.

16.12.

16.13.

16.14.
16.15.

THIRD PARTIES: This Agreement does not confer
any rights on any person or party (other than the
parties to this Agreement and, where applicable,
their successors and permitted assigns) pursuant to
the Contracts (Rights of Third Parties) Act 1999.
FORCE MAJEURE: The Supplier shall have no
liability to the Customer under this Agreement if
it is prevented from or delayed in performing its
obligations under this Agreement, or from carrying
on its business, by acts, events, omissions or
accidents beyond its reasonable control, including,
without limitation, strikes, lock-outs or other
industrial disputes (whether involving the workforce
of the Supplier or any other party), failure of a utility
service or transport or telecommunications network,
act of God, war, riot, civil commotion, malicious
damage, compliance with any law or governmental
order, rule, regulation or direction, accident,
breakdown of plant or machinery, fire, flood, storm
or default of suppliers or sub-contractors, provided
that the Customer is notified of such an event and
its expected duration.
NOTICES: Notices shall be in writing (including email).
GOVERNING LAW: This Agreement and any
dispute arising out of or in connection with it shall
be governed by and construed in accordance
with the law of England and Wales and each party
irrevocably agrees that the courts of England and
Wales shall have exclusive jurisdiction.
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PLATFORM AND SERVICE TERMS AND CONDITIONS:
ENTERPRISE CUSTOMERS
Description

Details

Subject matter of the processing

Such processing operations necessary for performance of the Services under this Agreement.

Duration of the processing

Unless the Personal Data is otherwise deleted by the Customer, the Term of this Agreement.

Location of processing

United Kingdom and Republic of Ireland.

Nature and purpose of the processing

As necessary to provide the Services under this Agreement and to facilitate contract management.

Type of Personal Data

Email addresses, telephone numbers, work addresses, first and last names, year of birth,
gender (optional), screen name, user’s profile avatar, IP address, time zone, addresses in the
form of web logs (for security purposes).

Categories of Data Subjects

Customer’s employees, workers, contractors, consultants, directors, Customer’s former
employees, workers, contractors, consultants, directors and Authorised Users. A detailed
description of the uses, purposes of the processing of your Customer Data is set out in our
privacy policy at www.immersivelabs.co.uk/legal

SCHEDULE 2
BESPOKE LAB CREATION SERVICES
The following Schedule shall only apply where a Customer
has ordered the creation of bespoke labs pursuant to an
Order Form.
The Customer acknowledges that the Supplier’s ability to
provide the Supplier’s Bespoke Lab Creation services are
dependent upon the full and timely co-operation of the
Customer (which the Customer agrees to provide), as well
as the accuracy and completeness of any information and
data the Customer provides to the Supplier.
The Customer will provide the Supplier with a detailed
request relating to any lab it wishes the Supplier to create in
compliance with the Restrictions (set out below or as otherwise
notified to the Customer). Once a full and complete request
is submitted and confirmed by the Supplier in writing as
complete and compliant, the Supplier shall use its reasonable
endeavours to prepare a first draft of such lab within 30 days
of the Supplier’s confirmation.

Once the Supplier has completed the design and
development of a lab, the Customer shall review the lab and
if the Customer deems any further development work is
required, the parties shall agree the nature, extent and cost
of such additional work. Nothing in this Agreement shall oblige
the Supplier to undertake additional development work at
its cost which (in the Supplier’s opinion acting reasonably)
would involve either a) a material departure from the original
request; or b) significant additional time and resource.
In the absence of a request for further development work,
acceptance of a lab by the Customer shall be deemed to have
taken place within two days of the Customer first accessing
any part of the lab. It is understood that (save where otherwise
agreed in writing between the parties) any bespoke labs
created pursuant to this Agreement shall be made available to
such other customers of the Supplier as It shall In Its absolute
discretion determine.

Restrictions
The Customer acknowledges and agrees that any labs
created by the Supplier for the Customer will:
•
•

•

•
•

be Linux only based;
be created using open-source or free license software
(IML has Windows server/7/10 + Microsoft office
licenses so they do not apply here);
either be single hosts or host-to-host communication
(note Immersive Labs do not support network layer
attacks, such as ARP spoofing, or DNS poisoning);
not contain content which relies on external sources i.e.
open source intelligence via LinkedIn/Twitter/etc; and
not enable users or traffic to leave Immersive Labs’
cloud environment (note it is not possible to
connect to a customer’s own infrastructure).
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Power up your cyber workforce
Immersive Labs is a fully interactive, on-demand and
gamified cyber skills platform. Equipping, measuring
and benchmarking the cyber skills of entire workforces,
preparing businesses to counter the latest cyber threats.

support@immersivelabs.co.uk

|

www.immersivelabs.co.uk

|

+44 (0)20 3893 9101

|

@immersivelabsuk
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